Understanding Deepfakes

As technology evolves, the distinction between reality and digital fabrication is becoming
increasingly thin. For educators, the emergence of deepfakes presents unique
challenges—not only for digital literacy instruction but also for the safety and reputation
of students and staff.

What is a Deepfake?

The term "deepfake" is a blend of "deep
learning” (a branch of artificial intelligence) and
"fake." At its core, a deepfake is a piece of
media—an image, a video, or an audio
recording—that has been convincingly altered or
generated using Al to show someone doing or
saying something they never actually did or said.

While traditional "Photoshopping" involves
manual editing, deepfakes use sophisticated Al
algorithms to learn a person’s facial expressions, voice patterns, and movements. This
allows the software to swap faces or clone voices with startling realism.

(a) Real face (b) Fake face

Why Should Teachers Care?
Deepfakes impact the K-12 environment in three primary ways:

1. Misinformation: Students may encounter "synthetic" news or historical footage
that misrepresents facts.

2. Reputational Harm: Malicious use of deepfakes can lead to "Al-generated
bullying," where a student’s or teacher's likeness is placed in compromising or
embarrassing situations.

3. Security: Audio deepfakes (voice cloning) can be used in "vishing" (voice
phishing) scams to impersonate administrators or parents.

How to Identify a Deepfake

While Al is getting better, many deepfakes still have characteristics that humans can
spot if they look closely. Encourage students to look for these digital artifacts:



e Unnatural Blinking: Deepfakes often struggle with realistic eye movements. The
person might blink too much, too little, or the shadows inside the eyes may look
off.

e Audio-Visual Mismatch: Watch the mouth carefully. Does the movement of the
lips align perfectly with the sounds being made? Is the skin around the mouth
moving naturally as they speak?

e Blurring and "Ghosting": Look at the edges of the face, especially near the hair
and ears. You may see a slight blur or a "halo" effect where the Al-generated
face meets the real head.

e Lighting and Shadows: Al often struggles with complex lighting. If the light on
the person's face doesn't match the light in the background (or if shadows on the
nose point the wrong way), it’s likely a fake.

e Uncanny Texture: Skin that looks too smooth or lacks pores, freckles, or natural
wrinkles can be a sign of Al smoothing.

Prevention and Mitigation Strategies

While it is difficult to stop the creation of deepfakes entirely, schools can take proactive
steps to minimize their impact.

1. Foster a "Check Your Sources" Culture

Teach students to verify information using the SIFT method (Stop, Investigate the
source, Find better coverage, Trace claims back to the original context). If a video
seems too shocking to be true, it likely is.

2. Strengthen Privacy Settings

Encourage students and staff to be mindful of the media they post publicly. Al needs
source material to create a deepfake; the more high-quality photos and videos of a
person available online, the easier it is to clone their likeness.

3. Use Verification Tools

In instances where a video’s authenticity is critical, use reverse image search tools (like
Google Lens) or specialized deepfake detectors to see if the media has been flagged
elsewhere on the internet.

The Bottom Line

Deepfakes are a tool, and like any tool, they can be used for creativity or harm. By
educating ourselves and our students on how to spot these digital illusions, we move
from being passive consumers of media to empowered, critical thinkers.



The goal isn't to make students cynical of everything they see, but to equip them with
the digital discernment necessary to navigate a world where seeing is no longer
necessarily believing.
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